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O HeKOTOPHIX Mepax, HalpaBlIeHHBIX Ha OOHApYyKEHHUE,
TpeaynpexaeHue U JTUKBHIAIUI0
MOCJIEICTBHI KOMIIBIOTEPHBIX aTaK
Ha MH(QOpPMAI[MOHHBIE PECYPCHI
[TpuaHecTpoBckoit Monnasckoi PeciryOmuku

B cootBeTcTBUH co cTaTheii 65 Koncruryuuu ITpuaaectpoBckoii Mongasckon
Pecry6iuxu, Vkasom Ilpesunenrta IlpuanectpoBckoit Monnasckor PecryGvku
or 12 nmexabps 2018 roma Ne 460 «O6 yrBepxaenuu CTpaTerud pasBHTHS
ITpunrectposckoit Monzpasckoil Pecry6muku Ha 2019 — 2026 rogem» (CA3 18-50)
¢ IONOJHEeHHeM, BHeceHHBIM YkaszoM Ilpesunenta IlpunHectpoBckoit MongaBcko
Pecriy6nuxu ot 21 mas 2020 roma Ne 177 (CA3 20-21), B memsx obecnedeHus
nHdopManuonHoi 6e3onacHoctu [IpuaHecTpoBekoit Monnasckoit Pecy6muky,
NOCTaHOBIAIO:

1. OpraaMm rocyaapcTBeHHON BIacTd M ynpaBineHus I[IpuaHecTpOBCKOM
Monpasckoii PecnyGiuKH, TOCYIapCTBEHHBIM (MYHUIMIAIBHBIM) YHUTapHBIM
TPENPUATUSAM H FOPUIUIECKIM JIUIaM, B yCTaBHOM KallMTaJle KOTOPBIX JOJIS y4acTHs
[IpumHecTpoBckoii MonmaBekoit PecniyOnuky, MyHMIMIAnbHOro obpa3oBaHus,
rOCyIapCTBEHHOTO (MYHUIMIIATBHOTO) YHHTAPHOIO IPENIPHATHS B COBOKYIHOCTH
npesbimaer 50 (MAThIECAT) MPOLIEHTOB (Janee — OpraHU3aluH), POBOJUTE paboTy
0 0OHApYKEHHIO, PEAYNPEXICHAIO U JTUKBUIALMM [TOCIEICTBHA KOMIBIOTEPHBIX
arak Ha nHGOpManuoHHbIE pecypcnl [IpuaHecTpoBekoit Monnasckoit PecmyGukm.

2. YcTaHOBUTE 0083aHHOCTh OPraHOB IOCYAapCTBEHHOM BJIACTH M YIIPABJICHUS
IMpupHecTpoBCcKoit MongaBckoit PecriyOnvku M opraHusanyii He3aMeUTUTEIbHO
uH(opMUpoBaTE MUHHCTEPCTBO rOCyAapcTBeHHOM Ge3onacHocTH [IpraHecTpoBCKOH
Monnasckoit PecryOmuku o Bcex (akTax OOHapy»KeHHs KOMITBIOTEPHBIX aTak
B IOPAIKE, OIpEIeIeHHOM MHHHCTEPCTBOM TI'OCYAapCTBEHHOH 0e30macHOCTH
[TpupnecTpoBckoit Mosasckoii Pecrry6nuku.

MunucrepcTBy rocyjapctBeHHoi  GesomacHoctd  IlpmaHecTpoBCKOH
Monpasckoii Pecy0auku yTBepIUT TOPSIOK 0OMeHa HHOpMalue O BBISBIEHHBIX
KOMITBIOTEPHBIX HHIMIEHTAX, CBI3aHHBIX ¢ (QYHKI[MOHHPOBaHHEM HHOOPMAIMOHHBIX
pecypcoB IlpumnectpoBckoit Mongasckoii PecmyOmuku, Mexay oOpraHamu
rocyJapcTBEeHHOW BIACTH M yNpaBJeHHs W OpraHM3alusMu B TedeHue 10 (mecsTw)
pabouux JHeH co THS BCTYIJIEHHS B CHITy HACTOSIIETO YKas3a.
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3. OmpenenuTs, 4TO B LENAX pealu3aldd HacTosmero Ykaza MHHHCTEPCTBO
rocyiapctTBeHHoi Oe3zonacHocTH [IpuaHecTpoBckoit MonnaBckoit PecmyOmuku:

a) pa3pabaTbiBaeT METOIMYECKHE DPEKOMEHJAIlMU II0 OpraHM3alldy 3alUThl
uHpopMaMOHHOU WHGpacTpyKTypsl IIpunHectpoBckoit Mongasckoi PecrmyOnuku
OT KOMIIBIOTEPHBIX aTaK;

0) ycraHaBIMBaeT NPHUYMHBI KOMIIBIOTEPHBIX HHLHMIEHTOB, CBA3aHHBIX
¢  (YHKIMOHMpOBaHMEM  HMH(pOpPMAIMOHHBIX  pecypcoB  [IpuanecTpoBckoi
Momnpasckoit Pecry6mukuy;

B) ompefenseT OpraHW3allMOHHbIE M TeXHHUYeCKHe Mephl IO OOHapyXeHHIO,
IPEAYNPEeXICHUIO U JMKBUOAUMM  [IOCIHEACTBUM  KOMIIBIOTEPHBIX  aTak
Ha wuHpopManmoHHEIE pecypesl IlpunnectpoBckoidt Mongasckoit Pecrny6iuku
M Hamnpas/sieT Ha DPErYJIIpHOM OCHOBE B OpPraHbl TOCYJAapCTBEHHOM BIIACTH
u ynpasnenus [IpunaectpoBckoit Monnasckoit Pecrry6miky, a Takxe B OpraHU3aIiu
C Y4ETOM MEHSIOIMXCS yIpo3 B HHQOpMAIMOHHOM chepe.

4. Oprasel TrocyJapCcTBEHHOW BIacTH U yrpaBieHus [IpuaHecTpoBCKOH
MoungaBckoii PecriyOnuku v opraHu3aiiui o0s3aHbl 00eCIIeYHTh: ,

a) HHOOpPMAITHOHHYI0 0e30IacHOCTh, B TOM YHCIIE II0 OOHApYKEHHIO,
IpeIyTPexKACHUIO U JIMKBUIALMH TIOCIEACTBHI KOMITBIOTEPHBIX aTaK M pearupoBaHUIO
Ha KOMITBIOTepHbIE HHIUICHTHI;

0) He3aMeUIMTENbHYI0 peaTu3alii0 OPraHU3aIlMOHHEIX U TEXHUYECKHX Mep,
pemieHuss O  HEeoOXOAMMOCTH  OCYILIECTBJIEHHS  KOTOPhIX  IPUHHUMAIOTCS
MunuctepcTBOoM rocyaapcrBeHHoi 0Oe3omacHoctu [IpumHecTpoBckoit MonnaBckoit
Pecrny6mku B paMkax HacTosIIero Ykasa.

5. Jns menel HaCTOAINETO YKa3a UCIIONB3YOTCS CIEIYIOIIME TOHATHS:

a) uH(popmaoHHsle pecypcsl [IpunHecTpoBckoit Monnasckoii Pecry6muku —
MH(OPMAaI[MOHHBIE CHUCTEMBI, HH()OPMAIIHOHHO-TEIEKOMMYHHUKAIIHOHHBIE CETH,
aBTOMAaTU3UPOBAHHBIE CHCTEMBI YIPABIEHUS, HaXONsIIMeCs Ha TEepPPHUTOPUHU
[IpunnectpoBckoit Monnasckoi PecnyGnuku;

0) KOMIBIOTEpHas aTaka — IelleHalpaBlIeHHOe BO3JeiCTBHE MpPOTrpaMMHBIX
U (WIM) TporpaMMHO-amapaTHBIX CpeAcTB Ha HHGOPMAIMOHHBIE PECYPCHI
[IpuanecTpoBckoit MonnaBckoii PecnyOnuku, CeTH 3NE€KTPOCBA3M, MCIOJIb3YEMBIE
IUIs. OpraHv3allii B3aWMMOJEHCTBHUS TakMX OOBEKTOB, B LEeNAX HapyLIEHHUS
M (W1M) npekpalleHus uX QYHKIMOHUPOBaHMS W (WIM) CO3JaHUS YIpO3bl
Oe3omacHocTy 00pabaThIiBaeMOil TAaKUMU 00 BbEKTaMHU HHGMOPMAIIHH;

B) KOMIIBIOTEPHBIA HHLMAEHT — (akT HapylleHWUs U (WIM) NpeKpalleHus
(GyHKIMOHUpOBaHUS HWHGMOOPMAalMOHHBIX pecypcoB [IpuaHecTpoBcKoit MosnaBckoit
PecryOnuku, ceTeit 3eKTPOCBSA3H, UCIIONIB3YEMBIX JJIS OpraHU3aIluy B3aUMOIeACTBUS
TakuX OOBEKTOB, W (WJIM) HapylleHus Oe3omacHOCTH 0O0pabaTbIBaeMOil TakuM
00BbeKTOM MHGPOPMALUH, B TOM YHCJIEe IIPOU3OIIEIINHA B pe3yibTaTe KOMIIBIOTEPHON
aTaKH.

6. OTBETCTBEHHOCTh 3a OpraHu3alyi obecrniedeHds HHOOPMALMOHHOU
0e30macHOCTH OpPraHOB IOCYIapCTBEHHON BlacTd W ynpaBineHus [IpuaHecTpoBckoH
Momnnagckoit Pecrry6muky, a Takke opraHu3aiiil BO3JI0OXKUTh Ha UX PyKOBOAUTENEH.
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7. KOHTpO/Ib 32 HUCHIOIHEHHEM HACTOAIIEro YKaza BO3JIOKHTh HA MHHHCTPA
rocyaapcTBeHHo# 6e3onacHocTu [IpuaHectpoBckoit MonnaBckoit PecyGimuku.

8. Hactosmmii Yka3 BcTynmaer B CHIy CO JHS, CJIEAYIOUIErO 3a JHEM
O(MHLHAIBEHOTO OIyOIMKOBaHMUS.

ITIPE3UJIEHT B.KPACHOCEJIbCKMIA

YNPABNEHHE
WHOOPMALIWOKHOTO W

[OXYMEHTAUMCHHOTO
OBECNEYEHHA
NPEIMAEHTA
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